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1 [IEJIM OCBOEHMS YYEBHOMN TUCIHUATIIMHBI

1.1 lean nucuMNJINHBI
[{enpr0 OCBOCHUS NUCIMIUIMHEI «3amuTa HHOOPMAIMU B PAIUOCUCTEMaX Mepeaadn
uHQopMaM W yIpaBICHHS»  SABIACTCS  NMPUOOPETEHHE  CTPYKTYPHPOBAHHBIX
byHIaMEHTAIBHBIX ¥ TMPUKIATHBIX 3HAHUH W KOMIETCHIIMH B 00JacTH oOecreueHus

MH(POPMaLMOHHOHN 0€30MaCHOCTH B paMOCHCTEMAX.

1.2 3agaun AMCHUIITTHHDI

OCHOBHBIMH 337]a4aMH TUCIUTUTAHBI SIBJISIOTCS

— CHCTeMaTH3allus TEOPETUYECKUX U MPAKTUUYECKUX CBEACHHUI B 00JIaCTU METOJIOB U
croco6oB obecreueHus HH(MOPMAIIMOHHOM 0€30MacHOCTH B PaUOCUCTEMAX;

— mpuoOpeTeHre (yHIAMEHTAIBHBIX W MPUKIATHBIX 3HAHUH M YMEHHH B OOJacTH
6e3onmacHOCTH UHPOPMALIUU B PATHMOCUCTEMAX;

— (QopMupoBanue 0a30BbIX YMEHHUH M HaBBIKOB JUIsl JEATEIBHOCTH B cdepe
oOecrieueHuss HH(POpPMAIMOHHOW O€30MaCHOCTH TpU  pa3pabOTKe U OAKCILTyaTalluu

IIpOrpaMMHO-aIIIIapaTHbIX KOMIIJICKCOB.

2 MECTO JUCHUMIIJIMHBI B CTPYKTYPE OOII BO

HuctunnnHa «3amura uHGOpMAaIMK B PaJMOCUCTEMax Mepeaayd MH(popManuu u
yIOpaBJIEHUs» OTHOCUTCS K 00s3aTelbHOM yacTh OJIoKa AMCIUIUIMH Yy4eOHOro IjIaHa.
OcBoeHue O0y4arOUIMMHCS AMCLUUIUIMHBI ONHUPAIOTCA HA 3HAHUS, YMEHHS M HAaBBIKH,
MpUOOPETEHHBIE B PE3yIbTaTe OCBOCHHUS MPEAIIECTBYIOMIMNX JUCIHUTIINH:

— TEOpHsl aBTOMATHUECKOIO yIPaBJICHHUS,

— MOOUJTEHBIE CHCTEMBI TIepeaun nHpopmaIuy;

— MOJIETUPOBAHME U OLIEHKA 3(DPEKTUBHOCTU PATUOCUCTEM YIPABIICHHUS.

3HaHUsA, YMEHUS U HaBBIKM, MOJTYYEHHbIE MPH OCBOCHUHU IUCHUIUIUHBI, SBISIOTCS
HEOOXOJUMBIMUA TIPU TMPOXOXKIACHUH TPOU3BOACTBEHHON MPAKTUKA W TIPU BBITIOTHEHUH

BBIITYCKHON KBaJM(UKALMOHHON PabOTHI.



3 KOMIIETEHIUU CTYAEHTA, ®OPMUPYEMBIE B PE3YJIBTATE
OCBOEHUS YYEBHOU JUCIHUATIJIMHBI / O)KUJTAEMBIE PE3YJIbTATHI
OBPA30OBAHUSA U KOMIIETEHIIUU CTYAEHTA 110 3ABEPIIEHUU
OCBOEHUS TIPOT'PAMMBI YYEBHOM JTUCIHUILIAHBI

3.1 KomnereHuuu cTyaeHTa, popMupyembie B pe3yJbTaTe 0CBOEHUsI Y4eOHOIM
AUCHUILTHHBI

N3ydyenne aucuMImiuHbl «3ammra MHGOpMalUMUd B paguoCcUCTEMax Iepenadu
uH(GOpMallMK W YIpPaBICHUS» HaNpaBlieHO Ha (OPMUPOBAHUE Y CTYJACHTOB CIIECTYIOIINUX
KOMIIETEHIINH:

- croco0eH pa3pabaThiBaTh CTPYKTYpPHbIE M (DYHKIIMOHAJIBHBIE CXEMBbI
PaZMOdIIEKTPOHHBIX CHUCTEM M KOMIUIEKCOB, MPHHIMIHAAIBHBIE CXEMBI YCTPOHCTB C
HCIIOJIb30BaHUEM CPEJICTB KOMIBIOTEPHOTO MPOEKTUPOBAHMS, NPOBEACHHUEM IPOECKTHBIX

pacyeToB U TEXHUKO-3KOHOMUYECKMM 00OCHOBaHHEM MpuHUMaeMbIX pemeHuii (ITK-8).

3.2 Ilepeyenb pe3yabTaToB 00pa3oBaHus, popMUpPyeMbIX AUCHUILINHOM,
€ YKa3aHHMeM YPOBHS MX OCBOCHMS

B pe3ynbTaTte u3ydeHus IUCUUILTMHBI CTYAEHT 0JKEH:

3HATh.

— TpeOoBaHUSl CTaHAAPTOB M JIPYTMX HOPMATUBHO-TEXHUYECKUX JOKYMEHTOB B
005acT pa3pabOTKM M MPOEKTUPOBAHMS PATUOIIEKTPOHHBIX CHCTEM U KOMIUIEKCOB,
COBPEMEHHbIE OTEUYECTBEHHbIE U 3apyOeXHble TAKEeThl MporpaMM JJisi pelIeHUus
CUCTEMOTEXHUUYECKHX, CXEMOTEXHHYECKUX M KOHCTPYKTOPCKHX 3aJa4, COBPEMEHHYIO
AIIEMEHTHYI0 0a3y, OCHOBBI CXEMOTEXHUKH, METOJbl KOHCTPYUPOBAHHS, OCHOBHBIE
TEXHOJIOTHYECKHE MPOLIECCHI IPOU3BOICTBA, METOBI BBIIIOJHEHNS TEXHUYECKUX PACUETOB,
B TOM YHCJI€ C IPUMCHEHUEM CPEJICTB BhIYMCIUTEIbHON TeXHUKH (3-TTK-8);

yMeTb!

— OCYIIECTBJIATh COOp M aHAIM3 UCXOJHBIX JAHHBIX JIJIsl pacyeTa U MPOEKTUPOBAHUS
PaAMOAJIEKTPOHHBIX CHCTEM MW KOMIUIEKCOB, IPOBOJWUTH PACUETHl XapaKTEPUCTHK
PAAMORJIEKTPOHHBIX CUCTEM W KOMIUIEKCOB M TEXHMKO-DKOHOMHYECKOE OOOCHOBAaHME

npuarnMaeMbix pemenuii (Y-I1K-8);



BJIAIETh:
— HaBbIKaMHU Pa3pa0OTKH MPHUHIMIHUAIBHBIX CXEM PaJAMOAIEKTPOHHBIX CUCTEM U

KOMILJIEKCOB ¢ nMpuMeHeHneM coBpeMeHHbIX CAIIP u makeToB npukiagHbix nporpamm (B-

TIK-8).

3.3 BocniuraresibHasi padora

HUCCIEN0BaHUN U UX
nocieactus (B17)

Hanpasnenue/ Co3nanmue ycaoBuid, Hcnonb3oBanne BOCIUTATEIBHOIO
ey o0ecneYynBaK X NMOTEHUHNAJIA Y4eOHbIX JUCHUIINH
IIpodeccnoHaNbHBIN MOYJIb

IpodeccuonanbHoe | - hopmupoBanue uyBcTBa | 1.Mcrnonb30BaHre BOCIUTATENIFHOTO

BOCIIMTAHHE JIMYHOM OTBETCTBEHHOCTH | MOTEHIIMAJA JUCHHUIUINH MPOo(ecCcrnoHalIbHOTO
3a HAy4YHO- MOJyJIst JUTst YOPMUPOBAHUS YyBCTBA JIMYHOM
TEXHOJIOTHYECKOE OTBETCTBEHHOCTH 3a JOCTH>KEHHE JINJEPCTBA
passutue Poccun, 3a Poccun B Benymux Hay4HO-TEXHUYECKHUX
pe3ynbTaThl CeKTOpax U (pyHAaMEeHTaIbHBIX UCCIEIOBAHUSAX,

o0ecneynBaroIIuX €€ 3JKOHOMUYECKOE Pa3BUTHE
U BHELIHIOIO 0€30I1aCHOCTh, IIOCPEICTBOM
KOHTEKCTHOTO O0yUYEeHHSI, 00CYKICHUS
COLMAJIBHON U MPaKTUYECKOW 3HAYMMOCTHU
PE3yJIbTaTOB HAYYHbIX UCCIIEI0OBAaHUN U
TEXHOJIOTUYECKUX pa3paboTOK.
2.Mcnonp30BaHuE BOCIUTATEIBLHOTO
NOTEHIMAaja JUCIUIUIMH IPOo(ecCHOHaIbHOTIO
Moy Ui (pOpMHUPOBAHUS COLMATBHON
OTBETCTBEHHOCTH YYEHOTO 3a PEe3yJIbTaThI
UCCJICIOBAaHUN U MX MOCJIEACTBUS, PA3BUTHUS
HCCIJIEIOBATEIBCKUX Ka4eCTB ITOCPECTBOM
BBINOJIHEHUS YU€OHO-UCCIIEI0BATENbCKUX
3aJJaHu}, OPUEHTUPOBAHHBIX HA U3yYEHHUE U
IPOBEPKY HAYYHBIX (PaKTOB, KPUTUUECKHUIA
aHAJIN3 MyOJUKalUi B Tpo(hecCUOHATILHOM
001acTH, BOBJIEYEHHUS B peallbHbIE
MEXIMCHUIUTMHAPHBIE HAyYHO-
MCCIJIE0BATEIbCKHAE IPOEKTHI.

- (hopmupoBaHue Mcnonb30BaHue BOCHUTATEIBHOTO MTOTEHIMATIA

OTBETCTBEHHOCTH 32 JTVICIIATUTHH TIPO(ECCHOHATHHOTO MOIYJIS JJIst

npodeccuoHaIbHBIN (bopMHpOBaHHUs y CTYACHTOB OTBETCTBEHHOCTH

BBIOOD, 3a cBO€ MPOECCUOHAIBHOE PA3BUTHE

npodeccuoHaIbHOe MIOCPEJICTBOM BBIOOpaA CTyJEHTaMU

pa3BuTHE U WH/IMBUYAJIbHBIX 00pa30BaTeIbHBIX

npodeccuoHaIbHbIE TPaeKTOPUH, OpPraHU3aLUN CUCTEMbI OOLICHUS

peurenus (B18) MEX1y BCEMH Y4aCTHUKaMH 00pa30BaTEIbHOIO
nporiecca, B TOM YHCJIE ¢ UCTIOb30BaHNEM
HOBBIX HH(OPMAIIMOHHBIX TEXHOJIOTHH.

- (hoopmupoBaHue 1.Micnonp30BaHne BOCIUTATEIBHOTO

Hay4YHOTO MOTEHITMATA TUCIUIUIAH/TIPAKTHK "OCHOBBI

MHUPOBO33PEHUS, Hay4HBIX UccleoBaHui", «"'YueOHas mpakTuka

KYJIbTYpbI IIOUCKA
HECTaHJapPTHBIX HAYYHO-

(HayuHO-HUCCIIeI0BaTeNbCKas paboTa
(mostyueHue NepBUYHBIX HABBIKOB HAYYHO-




TEeXHUYECKUX/TpaKTH4ec-
KX pELICHUH,
KPUTHYECKOIO
OTHOLLIEHHUS K
UCCIIEJOBAHUAIM
JDKEHAay4HOTI'O TOJIKA
(B19)

MCCIIEI0BATEIbCKOM paboTh)" MIJIs:

- (hopmupoBaHUS TOHUMAHUS OCHOBHBIX
MIPUHITAIIOB U CITOCOOOB HAYYHOTO TTO3HAHMS
MHpa, pa3BUTHUS UCCIEIOBATENbCKUX KAaUYECTB
CTYJICHTOB ITIOCPEICTBOM MX BOBJICUCHUS B
HCCJIEI0BATENIbCKUE TTPOEKTHI [0 00JIaCTsIM
Hay4YHBIX HCCIICIOBAHUM.

2.Hcnons3oBaHne BOCIIUTATEILHOIO
MOTEHIIMaa TUCIUIUINH/TIPaKTUK "BBeaexHue B
crieraibHOCTh", "OCHOBBI HAYYHBIX
uccienoBanuii’, "'YueOHas nmpakTHka (HayqHO-
rccieaoBarenbekas padbora (mojgydeHue
MePBUYHBIX HABBIKOB HAYYHO-
UCCIIE0BATENIbCKOM paboThl)" JIs:

- opMupoBaHUs CITOCOOHOCTH OTIECTATH
HACTOSIIINE HAYYHBIE UCCIIEIOBAHUS OT
JKEHAYYHBIX MOCPEJICTBOM MPOBECHUS CO
CTYJICHTaMH 3aHSATUH U PETYISIPHBIX Oece;

- opMUpOBaHHUS KPUTHUUECKOTO MBIIIUICHHUS,
YMEHHsI pacCMaTpPUBATh Pa3IMUHBIC
HCCJICIOBAHMS C SKCIIEPTHOM IMO3UITUHI
MIOCPEJICTBOM OOCYXKJEHHUS CO CTYJIEHTaMHU
COBPEMEHHBIX UCCIIEA0OBAaHUN, HICTOPUUECKUX
MIPEANOCHUTOK MOSIBJICHUS T€X WU UHBIX
OTKPBITHI U TEOPHIA.

- (hopmupoBanue
HABBIKOB KOMMYHUKAIIUH,
KOMaHJAHON paboThI U
muaepcra (B20);

- (hopmupoBanue
CIIOCOOHOCTH U
CTPEMJICHHS CIIC0BATh B
npodeccuu HopMam
MTOBEJICHUS,
o0ecreYnBaroIIM
HPaBCTBEHHBIN XapaKTep
TPYJAOBOH AESITETbHOCTU
Y HECITY>KeOHOTO
nosezenust (B21);

- (hopmupoBanue
TBOPUYECKOTO
WHXXeHepHoro/mpodec-
CHUOHAJILHOTO MBIIILJICHUS,
HABBIKOB OpPTaHU3aIAN
KOJIJIEKTUBHOU
MPOEKTHOM eI TETbHOCTH

(B22)

1.Ucnonb30BaHne BOCIUTATEIBHOTO
HNOTEHIMAaJa JUCIUIUIMH IPOo(pecCHOHaIbHOIO
MOJTYJISl JUTSL Pa3BUTHSI HABBIKOB KOMMYHHKAIIHH,
KOMaHHOU paboThl U JIUIEPCTBA, TBOPUECKOTO
WH)KEHEPHOTO MBIIIUICHUS, CTPEMIICHUS
CJIeZIoBaTh B MPO(EeCCHOHAIBHON JesITeIbHOCTH
HOpMaM MOBEJCHHSI, 00ECTICYMBAIOIINM
HPaBCTBEHHBIN XapakTep TPYAOBOU
JEeSITETTHHOCTH 1 HECTYKeOHOTO TTOBEICHHS,
OTBETCTBEHHOCTH 32 MPUHSATHIE PELLICHUS Yepe3
MOJTOTOBKY IPYIIIOBBIX KYPCOBBIX paOOT H
NPaKTUYECKUX 3a/laHUM, peleHne Keicos,
IIPOXO0KICHHE MPAKTUK U MoArotoBky BKP.
2.Mcnonp30BaHne BOCIUTATEIBHOTO
MOTEHIMAaJa TUCIUIUTHH TPOQeCcCHOHATHHOTO
MOJTYJISl JUISL:

- (hopMupoBaHUS TPON3BOICTBEHHOTO
KOJIJIEKTUBHM3Ma B XOJI€ COBMECTHOT'O PEICHHUs
KaK MOJICJIbHBIX, TaK U MPAKTHYECKUX 3a]1a4, a
TaKXe MyTeM MOAKPEIUIEHHE paliioHaIbHO-
TEXHOJIOTUIECKHAX HAaBBIKOB B3aWMOJICHCTBHS B
MPOEKTHOH JIeATeTbHOCTH SMOLIMOHATIBHBIM
3¢ (PeKTOM yCIenrHoro B3auMoIeHCTBHS,
OLIyIIeHHEeM pocTa ob1eit 3¢ pekTnBHOCTH TpU
pacripeieleH|uH MMPOSKTHBIX 3a/1a4 B
COOTBETCTBUU C CHIIBHBIMU
KOMITIETEHTHOCTHBIMH Y SMOIIHOHATEHBIMHU
CBOWCTBAaMH WIEHOB ITPOEKTHON IPYIIBL.

- (hopmupoBanue
KYJIBTYpPbI

Hcmonp30BaHne BOCIIUTATEILHOTO ITOTEHITNATIA
JUCIHHMITIINH HpO(I)CCCI/IOHaHBHOTO MOOYJIA OJIst



https://ru.wikipedia.org/wiki/%D0%A2%D0%B2%D0%BE%D1%80%D1%87%D0%B5%D1%81%D1%82%D0%B2%D0%BE

nH(pOpMaITMOHHOM
6e3omacuoctu (B23)

dbopmupoBaHus 6a30BBIX HABBHIKOB
MH(POPMALIMOHHOM 0€30MacHOCTH Yepes
U3ydeHHE MOCIICICTBII XaJIaTHOTO OTHOIICHUS K
pabote ¢ nHHOPMAITMOHHBIMU CUCTEMAMH,
0a3aMu TaHHBIX (BKIIOYAst IEPCOHAIBHBIC
IIaHHBIe), npueMax u Mcroaax
3JI0YMBIIIJICHHUKOB, MIOTEHIIUAIEHOM YPOHE
10JIb30BATEIISIM.

YI'HC 11.00.00
«JIEKTPOHHKA,
PaIMOTeXHUKA U
CHCTEMbI CBSI3N»:

- popmupoBanue
HABBIKOB KOMMYHUKAIIUN
¥ KOMaH/IHOH paboThl pu
pa3paboTKe JIEKTPOHHBIX
cpeacts (B27);

- (hopmupoBanue
KYJIBTYpbI 0€30MaCHOCTH
npu paboTe B
3IEKTPOMOHTAXKHOU U
ANEKTPOPATUOMOHTAKHON
naboparopuu (B28)

1. Vcnionp30BaHuE BOCIIUTATEILHOTO
NOTEHIMAaja MPOGUIBHBIX AUCHUILIHH "OCHOBBI
KOHCTPYHPOBAHUS 3JIEKTPOHHBIX CPEJICTB",
"CxeMo- U CUCTEMOTEXHHUKA 3JIEKTPOHHBIX
cpeacts", "TexHoIOrKs MPOU3BOJACTBA
ANEeKTPOHHBIX cpeacTB", "KoncrpynpoBanue
MEXaHHM3MOB U HECYIIUX KOHCTPYKLUN
PaAMO3JIEKTPOHHBIX CPEICTB",
"KoHcTpyupoBanue aeraiei 1 y3JioB
PAIMO3TIEKTPOHHBIX CPEACTBY JIst
dhopmupoBaHus MpodHeCcCHOHATBEHOMN
KOMMYHHKAITIH, & TAKXKE PUBUTHUS HABBIKOB
KOMaHJAHON paboTHI 32 CUET UCIOIb30BAHUS
METOJIOB KOJUICKTUBHBIX ()OpM TIO3HABATEIILHON
JESTEIIbHOCTH, KOMaHTHOTO BBITIOJTHEHUS
yueOHBIX 3aJjaHUi 110 pa3paboTKe IEKTPOHHbBIX
CPEJIICTB, KYPCOBBIX pabOT/IPOEKTOB U 3aIIUTHI
UX pe3yNbTaToB,;

2. Micnonp30BaHrEe BOCIIHTATEIIHHOTO
MOTEHIIKaa y4eOHOM NMPaKTUKU U TPpOoUIbLHON
JTUCHHUTITUHBI "' TeXHOJIOTUS TOBEPXHOCTHOTO
MOHTaxa" 1 GOpMHUPOBAHUS KYIBTYPHI
6e30macHOCTH MpHU PaboTe B AIEKTPOMOHTAXKHOMN
U DJIEKTPOPAAMOMOHTAKHOU TabopaTtopun yepes
BBITIOJIHCHHUE CTYACHTAMU MTPAKTUYECKUX
3aJlaHUN.




4 COJEP KAHUE U CTPYKTYPA JUCHUIIJINHBI

OO6mas Tpy10€MKOCTh JUCIUTIIMHBI COCTABIISACT 2 3a4€THBIX €UHUIL, /2 Yaca.

Bunpl yueGHO#
JACATCIIbHOCTH, BKJITOYas
CaMOCTOSITEIIbHYIO padoTy Texyrumii Arrecrams
No = CTYJIEHTOB U TPYAOEMKOCTb KOHTPOJIb Makc.
1/ Pasnen % (B yacax) yCIIEBaeMOCTH (})Ha;ﬂ:;: Oai1 3a
I yueOHoM T - — — (Henmens, ACIA, pazner*
=) . 2 2 o S dbopma)
JHACITUILIAHBI 5 | gl 5| &8 dbopma)
2l Sl Bl B¢
= g F &l o &
A cemecTp
1 Pa3pen 1 1-4 4 - 4 9 [1P1 KP1 10
2 Pazgen 2 5-9 5 - 5 9 I1P2 KP2 15
3 Pa3nen 3 10-13 4 - 4 9 I1P3 KP3 10
4 Pa3nen 4 14-18 5 - 5 9 [1P4 KP4 15
Hroro 18 - 18 | 36 50
3a4eT ¢ OLCHKOUN - 50
Htoro 3a cemectp 100
4.1 Conep:xanue JIeKUMH
Pazmea 1. OcHoBbl uHGOPMAIIMOHHON  0€30IIaCHOCTH B PaJHOCHCTEMAX.

Pa,Z[I/IOI)HeKTDOHHaH 3amuTa M 3JICKTPOMArouTHas1 COBMCCTHMMOCTD.

Tewma 1.1. IlonstTe nHPpopMaroOHHOM 0E€30MACHOCTH.

Tema 1.2. Yrpo3sl unpopManinoHHOM 0€30MaCHOCTH B PAIUOCUCTEMAX.

Tema 1.3. HcTo4HMKHM Yrpo3: BHYTPEHHHUE W BHEUIHWE, MPEIHAMEPECHHbIE W

HETIpECAHAMCPCHHBIC.

Tewma 1.4. HopmatuBHO-TIpaBoBas 6a3a 3amuthl nHGopmaimu B PO,

Tema 1.5. Moaenu nundopMaiiioHHoM 0€30MacHOCTH.

Tema 1.6. Panunosnexktponnas 3anmta (PO3) kak cocTtaBHas yacTh HHPOPMALIMOHHOM

0€30I1aCHOCTH.




Tema 1.7. Buapl 3ammrtbl pajilioOd’IEeKTPOHHBIX CPEACTB (OT MpPEeAHAMEPEHHBIX U
HEMPEJHAMEPEHHBIX  I[OMEX, OT  CaMOHABOASULIErOCS  OpPYXHUsA, OT  MOIIHBIX
ANIEKTPOMATHUTHBIX U3ITyYECHHH ).

Tema 1.8. [Tomexu B paguocucremax.

Tema 1.9. [Tomexo3amMIIEHHOCTh PAUOIICKTPOHHBIX CPEJICTB.

Tema 1.10. OOecneuenune  3ieKTpoMarHuTHOM  coBmectumoctn  (OMC)
PaIMO3IEKTPOHHBIX CUCTEM.

Tema 1.11. MeTonsl u cpencTsa 3aUMTHl OT HENPEAHAMEPEHHBIX AJIEKTPOMArHUTHBIX

ITOMCX.

Pasznea 2. Texanueckie KaHajabl yvredkd nHGopmaimu. MeToabl ¥ CPEACTBA 3aAIIUTHI

OT YVTCYKH I/IHd)ODMa]_II/II/I 10 TCXHUYCCKHUM KaHaJaM.

Tewma 2.1. IlonsTre TexHnyeckoro kanaina yredku nHpopmanuu (TKYHN).

Tema 2.2. ITaccuBHBIE TEXHUYECKUE KaHAJbl YTEUKH.

Tema 2.3. AKTUBHBIE TEXHUYECKHUE KAHAJIbl YTEUKH.

Tema 2.4. OcobeHHOCTH yTeUKU HH(GOPMAIIUU B PAAMOCUCTEMAX Nepeaayu JaHHBIX U
yIpaBJICHUS.

Tema 2.5. MeTobl BBISIBIICHUS U OLICHKH OMACHOCTH TEXHUYECKUX KaHAJIOB YTCUKHU.

Tema 2.6. Oprann3anroHHbIE MEpBI 3aIIUTHI OT yTeuku o TKYU.

Tema 2.7. IH)X€HEPHO-TEXHUUECKHE CPEJICTBA 3ALIUTHI.

Tema 2.8. AKTUBHBIE METObI 3aIIIUTHI.

Tewma 2.9. KouTpoas 3¢heKTUBHOCTH 3aIHUTHI.

Pasznea 3. Kpunrorpadudeckad 3amnmra nHGopMauu. 3amnmra peuYeBbIX CUTHAIOB U

UM POBHIX JTAHHBIX.

Tema 3.1. OcHOBBI KpuUnTOrpapuu: MOHSTHS, TEPMHUHBI, MPUHIUIBLI MOCTPOEHUS
KPUIITOCUCTEM.

Tema 3.2. CuMMeTpHUUHbBIE KPUITOCUCTEMBI.

Tema 3.3. ACUMMETPHUYHBIE KPUIITOAJITOPUTMBI.

Tema 3.4. 'uOpuHble KPUNTOCUCTEMBI B paIMOCUCTEMAX Mepeaadn HHPOpMaIUH.

Tema 3.5. IIpoTokossl ayTeHTHUGUKAIIMNA U pacCTIpeie]IeHUs KITIOUYeH.



Tema 3.6. CtangapTsl Kpuntorpagudeckoi 3anuThl B PO 1 3a py6Gexom.
Tewma 3.7. OcoOEHHOCTH 3alIUThI PEYEBBIX CUTHAJIOB B PAJAMOCUCTEMAX CBA3H.
Tema 3.8. MeToIbl 3aKPBITHUS PEUYEBBIX CUTHAJIOB.

Tema 3.9. lludposas 06paboTka CUTHAIOB IS 3alTUTHI HHOOPMAIIUH.

Tema 3.10. CoBpeMeHHbIE CTaHIAPThI 3AUTUIIIEHHON PaUOCBSI3H.

Pasznen 4. Oo0ecrieueHue NCJIOCTHOCTH n IMOJJIMHHOCTH I/IHd)ODMa[II/IH.

HeDCHeKTI/IBHBIe MCTOJbI M TCXHOJIOI'MH 3allIMThI.

Tema 4.1. VYrpo3sl HapylmeHHs UEJIOCTHOCTH U TMOJJIMHHOCTA JIaHHBIX B
paguoKaHanax.

Tema 4.2. MeToabl KOHTPOJIS HEITOCTHOCTH.

Tewma 4.3. Lludposas noanucek.

Tema 4.4. 3anura OT UMUTUPYIOIIUX U J3UH(OOPMUPYIOLIUX TTOMEX.

Tema 4.5. IIpoTokosibl 3aMUIIIEHHOTO OOMEHA JaHHBIMU B CUCTEMAaX YIPABJICHHUS.

Tema 4.6. KBantoBast kpuntorpadusi.

Tema 4.7. IlpuMeHeHHE UCKYCCTBEHHOTO MHTEJUICKTAa M MAIIMHHOTO OOyYeHUS Jis
3aIIUThI PAJUOKAHAIIOB.

Tema 4.8. TexHonoruu nporpamMmHo-omnpeaensiemMoro paauo (SDR) 1 KOorHUTUBHOTO
paauo B cucTeMax 3aliuThl HHGOPMAaIUH.

Tema 4.9. Tenmenuuu pa3BUTHS METOJOB W CPEACTB 3alIUThl MHGOPMAIMH B

paanoCrucTeMax.

4.2 TemaTnuecKui NJaH NPAKTUHYECKUX PadoT

1. CocraBnenue knaccuukauy yrpo3 Ajs 3aJJaHHOU paluOCUCTEMBI.

2. Pa3paboTka Mojenu HapymUTedsl C yKa3aHHEM BO3MOXKHOCTEH, MOTHBOB W
METO/I0B BO3JCHCTBUS HA PAIUOCUCTEMY.

3. Pacuer »(ddexTuBHOCTH SKpaHUpPOBAHUS ISl PA3IMUYHBIX MaTepuanoB (Meab,
aIFOMUHU#, cTallb) Ha 3a7aHHbIX yacTotax (100 MTI'm, 1 I'T).

4. CocrtaBieHHE NPOrpaMMbl aTTECTAIMOHHBIX HCIBITAHUNA [UJIsI TIOMELICHHS C
pazuoannaparypou.

5. Pa3paboTka koMIiekca Mep 3aiuThl 715 3aIaHHON PaIUOCUCTEMBI.



4.3 CamocTosiTeibHAsi padoTa CTYJI€HTOB

CamocTosTebHOE U3YUYEHHUE JIEKIIMOHHOTO MaTeprana 1o TeMaM:

1. MeTtoab! KOHTPOJISI ENOCTHOCTH IaHHBIX;

2. [IpoTOKOJIBI 3aIUIEHHOTO OOMEHA TAHHBIMU B CUCTEMaX YIIPaBICHUS;

3. AHanu3 ys3BUMOCTEN IPOTOKOJIOB ayTEHTH(PUKAIIUU B OECIIPOBOIHBIX CETAX;

4. VIcKyCCTBEHHBII MHTEIUIEKT B 3alIUTE paJUOKaHAJIOB: OOHapyKEHHE aHOMaJui,
IPOTrHO3UPOBAHKE ATAK;

5. Texnonoruu 5G/6G m ux BiIMsAHUE Ha OE30MMACHOCTH PATHUOCHUCTEM IIEpeIavn
JAHHBIX;

6. briokuein AJig 3alUTHl JAaHHBIX B paclpeeEHHBIX PAIUOCETSX;

7. CepTrduKaIus 1 aTTecTaIys 3alMIIEHHBIX PATHOCUCTEM;

8. Aymur uHPOpMAUMOHHON O€30MaCHOCTH  PaJUOCHUCTEM: METOJAUKH U
WHCTPYMCHTHI;

9. VYmpaBnenwe puckamMud HMHPOPMAIMOHHOM OE€30MACHOCTH B  PaJHOCETIX:
KOJIMYECTBEHHBIC U KAU€CTBEHHBIC METO/IbI OIICHKHY;

10. 3amuTa nHGOpPMAIINHN B CHCTEMaX CITyTHUKOBOW HABUTAIIHH,

11. Be3zonacHocTh |0T-ycTpoiicTB ¢ paguonnTepdeiicamu;

12. 3ammTa AaHHBIX B CHCTEMax YIPaBICHHUS OCCIUIOTHBIMH JI€TaTEIbHBIMU
annapatamu (BITJIA);

13. Ananus atak Ha cucteMbl RFID 1 NFC: meToab! 3a1uTh;

14. DBomronus METOOB PAIUOICKTPOHHOU 00phObl (POB) M X CBA3L C 3anIUTOM
uHdopmanuu;

15. IlepcnexkTuBHBICE  HANpaBJICHHS  Pa3BUTHS  3alIUThl  HHPOpPMAIIMK B

paanoCrucTemMax.



5 OBPA3OBATEJIBHBIE TEXHOJIOT' A

B cooTBeTCTBMM C KOMIIETEHTHOCTHBIM IOJXOJIOM BBITYCKHUK By3a [IOJDKEH HE
MPOCTO 00aaTh OMPEAEICHHOW CyMMOW 3HAHWM, a yMETh NMPH TMOMOIIM JTUX 3HAHUHN
pemaTh KOHKPETHBIE 3a/1a4i MPOU3BO/ICTBA.

VYuureiBass TpeboBanuss OC HUAY MHUOU BO mno cmenumansnoctu 11.05.01
«PannosneKTpOHHBIE CUCTEMBI M KOMIUIEKCHD», PEaIn3aus KOMIIETEHTHOCTHOTO MOAX0/1a
J0JKHA TIpeycMaTpuBaTh HIMPOKOE HUCIOJIb30BaHUE B y4eOHOM MPOIECCE AKTUBHBIX U
WHTEPAKTUBHBIX (OPM TMPOBENCHUS 3aHATHI B COUYETAaHWU C BHEAYAUTOPHON paboTOU ¢
1eNblo (GOPMUPOBAHUS U PA3BUTHS PO(HECCUOHATLHBIX HABBIKOB 00YYaIOIIUXCS.

JIeKMOHHBIE  3aHATHUS MPOBOIATCS B  CHELUAIU3UPOBAHHOM  ayIUTOPUU C
MPUMEHEHUEM MYJIbTUMEAUNHOrO MPOEKTOpa B BHUAE Yy4yeOHON mNpe3eHTauuu. Y4eOHbIe
MaTepuajbl NPEIbSIBISIOTCS OO0y4YarOUIMMCS Il O3HAKOMJICHMS U W3YYEHHs, OCHOBHBIC
MOMEHTBI JICKUMOHHBIX 3aHATHN KOHCHEKTUPYIOTCA. OTIENbHBIE TEMBI IIPELIATAOTCS IS
CaMOCTOSITENIbHOTO U3YUYEHUS C 00S13aTEIbHBIM COCTABICHUEM U KOHTPOJIEM KOHCIIEKTA.

IIpakTyeckue 3aHATHS IPOBOIATCS TAKXKE C INPUMEHEHUEM MYJIbTUMEIUWHOIO
MIPOEKTOpa C pa300POM THUIIOBBIX PELHICHUM.

Texkymuil KOHTPOJb 3HAHUM CTYACHTOB IIO OTACJIBHBIM pasfeiaM U B LEIOM II0
JUCLUIUIMHE TPOBOJUTCS B (POpPME KOMIBIOTEPHOTO MM OYMa)KHOTO TECTUPOBAHUS, a

TAKXXE BBIITOJIHCHUECM CaMOCTOATCIBHBIX pa60T 10 pCIICHHUIO 3a/1a4.

6 OHEHOYHBIE CPEACTBA UIAA TEKYIIEI'O KOHTPOJISA
YCHEBAEMOCTH, TIPOMEXYTOYHOMN ATTECTAIIMHA IO UTOTAM
OCBOEHUA IMCHUIIVIMHBI 1 YYEBHO-METOANMYECKOE OBECIIEYHEHUE
CAMOCTOSTEJIBHON PABOTHI CTYJEHTOB

@OHJT OLICHOYHBIX CPEJCTB MO3BOJISIET OUEHUTh 3HAHUS, YMEHUS, HABBIKM U YPOBEHb
MpUOOPETEHHBIX KOMITETeHUNHA. POH]T OIIEHOYHBIX CPEACTB MO JUCHUILIMHE BKIIOUYALT:
6.1 KommuiekT 3ajaHuii JJ1 TEKYIIEro KOHTPOJIs yCIIEBAEMOCTH.

6.2. OuleHOYHBIE CpPEeACTBA JUIsl TPOBEACHUS MPOMEKYTOUHOU aTTECTAIUU.



7 YAEBHO-METOJINYECKOE U HTH®POPMALIMOHHOE
OBECIIEYEHMUME JUCIUITJINHbI

7.1 OcHoBHas TUTEpaTypa

1. Pomantok, B. A. OcHOBBI paauocBs3u: y4eOHUK 11 By30B/ B. A. Pomantok. —
Mocksa: MzparensctBo IOpaiit, 2025.— 288 c.— (Bricmiee o6pa3oBanue). — Tekcr:
aMeKTpoHHBIH  //  OOpazoBatenpHas  1uiatrpopma  HOpaiit  [caiit]. —  Pexum
nocryma: https://urait.ru/bcode/559649.

2. lermos, A. 0. 3amura wHpOpMAIMU: OCHOBHI TCOPHH: YYEOHHMK I BY30B /
A. 1O. lllernoB, K. A. IllernmoB. — MockBa: W3marensctBo FOpaiit, 2025.— 349c.-—
(Briciiee obpazoBanue). — Tekct: anekTponHblit / OOpa3oBarenbHas iardopma FOpait
[caiiT]. — Pexxum moctyma: https://urait.ru/bcode/583858.

3. Baykos, A. A. 3amurta uHpopmanuu: yaeOHUK 11 By30B / A. A. BHykoB. — 3-¢
u3n., nepepad. u gom. — MockBa: MsparensctBo IFOpaiit, 2025.— 161 c. — (Bsicuiee
obOpazoBanue). — Tekct: anekTponHslid / ObpazoBarenbHas miatrdopma FOpaiT [caiiT]. —
Pexum noctyna: https://urait.ru/bcode/584050.

4. 3enkoB, A. B. NupopmanronHas 0€30MacHOCTb U 3aiuTa HH(pOpMaIu: y4eOHUK
st By30B / A. B. 3eHK0B. — 2-¢ u31., nepepad. u gom. — MockBa: M3marensctBo FOpaiiT,
2025. — 107 c. — (Bwiciee obpasoBanme). — Tekct: anexTpoHHbI // OOpa3oBaTenbHas
mwiardopma FOpaiit [caiit]. — Pexum moctyna: https://urait.ru/bcode/588741.

5. Bacunnera, . H. Kpunrorpagudeckue MeTobl 3alUThl HHPOPMALIUU: YISOHUK
u npaktukyMm uis By3oB / U. H. BacunbeBa. — Mocka: M3marensctBo HOpaiit, 2025. —
310 c. — (Beicmiee obpaszoBanme). — Tekct: amekTpoHHbIN // OOpazoBarenbHas miatdopma
IOpaiir [caiiT]. — Pexxum moctyma: https://urait.ru/bcode/583783.

6. Kazapun, O. B. IIporpammHo-anmapaTHble CpeACTBa 3allUThl  HMHGOPMAIIHH.
3amuTa mporpaMMHOro oOecreyeHus: y4yeOHUK U mpakTukym ais By30B / O. B. Kazapum,
A. C. 3a6a0ypun. — MockBa: WznmarensctBo IOpaiit, 2025.— 312c.— (Beicmiee
obpazoBanue). — Tekcr: anekTpoHHslid / ObpazoBarenbHas 1iatdopma FOpaiT [caiiT]. —

Pexxum nmocryna: https://urait.ru/bcode/584673.


https://urait.ru/bcode/559649
https://urait.ru/bcode/583858
https://urait.ru/bcode/584050
https://urait.ru/bcode/588741
https://urait.ru/bcode/583783
https://urait.ru/bcode/584673

7.2 JlonoJIHUTEJIbHASI JIUTEPATypa

1. Jlock, A. b. Kpunrorpaduueckue MeToabl 3alIMThl HHPOPMALIUU JIJIST U3YYarOIINX
KOMIIBIOTEPHYIO Oe3omacHOCTh: y4ueOHuk i By30oB/ A. b. Jlocs, A. 0. Hecrepenko,
M. U. PoxkoB. — 2-¢ u3a., uchp.— Mocksa: MzmarensctBo IOpaiit, 2025.— 424 c. -
(Beicmiee oOpasoBanue). — Tekct: anekTpoHHbIN // OOpa3oBatenbHas muiatdgopma FOpaiit
[caiiT]. — Pexxum moctyma: https://urait.ru/bcode/583156.

2. Boitnukanuc, E. A. IlpaBoBoe peryaupoBaHre HMH(GOPMAIMOHHBIX OTHOIICHUN B
chepe 3amuThl WHPOPMAIMU C OTPAHWYCHHBIM JOCTYIIOM: Y4YeOHHK JJIsi BY30B /
E. A. Bolinukanuc; moa penakiueidr M. A. @denoroBa. — 4-¢ u3zd., nepepad. u J0M. —
MockBa: H3parensctBo [Opaiir, 2025.— 50c.— (Boicmiee obOpa3zoBanue). — Tekcr:
anekTpoHHbt  //  OOpazoBarenbHas  1minatdopma  FOpait  [caiit]. —  Pexuwm

noctyna: https://urait.ru/bcode/589232.

8 MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JJUCHUIIJINHBI

Kaouner DJICKTPMYECKHUX MAIllMH M alnnapaTroB  JUISL  IPOBEACHUS JICKIIUM U

OPAKTHUECKUX 3AHITHIL:

Hoctyn k cetn MHTepHET;

KommiekT My apTUME TUITHOTO 000pY10BaHUS:

IIpoektop Epson;

DKpaH HACTECHHBIN;

Hoytoyk Lenovo IdeaPad 570 15.6" ¢ BO3MOXHOCTBIO TOIKIIOUECHHUS K CETH
«nTepHeT» (0becnedyeH JUIEH3UMOHHBIM U CBOOOJHO PACHPOCTPAHIEMBIM MPOTPAMMHBIM
oOecrieueHrneM, B TOM YHCIIE OTE€UYECTBEHHOT'O MMPOU3BOJICTBA);

Kommexkt yuyeOGHOro o6OopynoBanus «OCHOBBI JJICKTPUYECKHX MAIIUH U
ANEKTPONPUBOAA» — 3 IIT.;

Komrmiekt yueOHOro 000py/10BaHUs « DNEKTPUUECKUE arlapaThDy — 3 MIT.;

Croun npenogaBarens;

Cryn npenomaBarens;

Croubl yueHnueckue — 12 mr.;

Crynbs yueHnueckue — 24 mr.


https://urait.ru/bcode/583156
https://urait.ru/bcode/589232

[lomenieHre aJisi caMOCTOSITEIbHOM Da6OTBI.

bubmoreka TTU HUAY MU®DU, yutansHbiil 3a71 ¢ BBIXOJOM B ceTh MHTepHeET u
obecrieueHrneM JO0CTyIa K AJIEKTPOHHON WH(GOPMAITMOHHO-00pa30BaTeIbHOM Cpeie:

[lepconanbHublii  KOMIBIOTEp  (OOecrieyeH  JIMIEH3UOHHBIM U CBOOOJIHO
pactmpocTpaHsieMbIM TMPOTPAMMHBIM ~ OOECIIEYeHHEM, B TOM YHCJIE€ OTEUYECTBEHHOTO
npousBoacTBa) — 10 mrT.;

IIpoexrop;

DKpaH;

[Ipuntep;

BrictaBounsbie mkadpl — 4 mr.,

Crounbl yueHnueckue — 12 mr.,

Crynpa yueHnueckue — 24 mr.



